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SALT LAKE COUNTY
COUNTYWIDE POLICY
ON
INFORMATION TECHNOLOGY SECURITY
SOCIAL MEDIA USE POLICY

Purpose -

To address the fast changing landscape of the Internet and the way residents communicate and obtain
information online, County agency management may consider using social media to reach a broader
audience. Salt Lake County encourages the appropriate use of social mediato further the goals of the
County and the missions of County agencies. Salt Lake County has an overriding interest and expectation
in deciding what is " spoken" on behalf of the County on social media. This policy establishes guidelines
for the use of social media.

Reference -

1.0

20

The policy and standards set forth herein are provided in accordance with Section 3.10 of countywide
policy 1400, which directs Salt Lake County Information Services to provide security systems and
policies. Also reference the following:

Countywide Policy 2130 —- GRAMA - Electronic Records Retention Policy
Human Resources Policy 5702 — Standards of Conduct

Scope

Thispolicy appliesto all Salt Lake County employees, contractors, volunteers, consultants and service
providers performing business on behalf of Salt Lake County insofar as they use any County sponsored
social media services. Salt Lake County agencies using social media prior to the implementation of this
policy shall achieve full policy compliance within 180 days of the effective date of this policy.

Definitions
Approved Social Media Service

A social media service that has been approved for use by County agency management, the County
Internal Communincations Committee and the Director of County Information Services.

County Agency Management

With respect to their own individual offices or departments, any of the following, or their designees:
County Mayor, County Executive Branch Department Directors, County Elected Officials, or the County
Council asawhole.

Information Technology Resource(s) and/or System(s) (1T resource(s) and/or system(s))

Computers, hardware, software, data, storage media, electronic communications (including, but not
limited to, e-mail, fax, phones, phone systems and voice mail), networks, operational procedures and
processes used in the collection, processing, storage, sharing or distribution of information within, or with
any access, beyond ordinary public access to, the County’ s shared computing and network infrastructure.
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Social Media

Social mediais an umbrellaterm that defines the various activities that integrate technology, social
interaction, and content creation. Through social media, individuals or collaborations of individuals can
create web content, organize content, edit or comment on content, combine content, and share content.
Socia media services use many technol ogies and forms, including but not limited to RSS and other
syndicated web feeds, blogs, wikis, photo sharing, video sharing, podcasting, social bookmarking,
mashups, widgets, virtual worlds, and micro-blogs. Not all forms of social media may be appropriate for
use by County agencies.

Policy Statement

3.1 All Salt Lake County social media sites shall be approved by the requesting County agency
management.

3.2 All Salt Lake County social media sites shall be published using approved County social media
services.

3.3 All Salt Lake County social media sites shall be administered by the requesting County agency
management or their designee.

3.4 Comments from the public may be allowed on County social mediasites. County agency social
media forums shall be structured as limited public forums. Discussion forums shall be monitored
daily during working hours to ensure the comments stay on topic and further the sponsoring County
agency’ s mission. County agencies may only remove postings consistent with applicable laws and
ordinances. Only those who have received training pursuant to subsection 6.0 of this policy may
monitor County social media sites and remove content. All sections of social media sites that allow
comments shall include alink to the Salt Lake County social media disclaimer and the County’s
social media use policy.

3.5 All County agency social media sites shall include alink back to the official County agency
Internet site for original content, forms, documents and other information. Sites must also
prominently display County agency contact information.

3.6 All County agency social media sites are subject to County IT security policies, E-Records policy
and Human Resources conduct policies. Anyone representing Salt Lake County and County
agency management via social media outlets shall conduct themselves at all timesasa
representative of the County.

3.7 County agency management will ensure that the use of County agency social media sites complies
with Terms of Service (TOS) or Terms of Use (TOU), as applicable.

3.8 Useof personal socia network accounts and user |Ds for County agency social media sites should
be avoided if possible.

3.9 Useof persona email accounts for County agency social media sites should be avoided if possible.

3.10 Itistheresponsibility of county agenciesto ensure that unauthorized persons are not allowed to
make changes to county agency social media sites.

Exceptions

Other exceptions to this policy shall be approved in conformance with Countywide Policy 1001-
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Policy Implementation Procedure.
5.0 Enforcement
Anyone found to have knowingly violated this policy shall be subject to disciplinary action,
including but not limited to temporary loss of network connectivity, loss of Internet access, or
complete and permanent termination of access to any Salt Lake County network. Cumulative violations
may lead to other disciplinary action up to and including dismissal from County employment.

6.0 Education

County agencies are responsible to educate staff that work with social media about this policy.
APPROVED and PASSED this 22 day of March, 2011.

SALT LAKE COUNTY COUNCIL

Max Burdick, Chair

Attest:

Sherrie Swensen, County Clerk

APPROVED AS TO FORM:

Deputy District Attorney Date
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Disclaimer

The purpose of this site isto present matters of public interest in Salt Lake County, including its many
residents, businesses and visitors. Ve encourage you to submit your questions, comments, and concerns,
but please note thisis a moderated online discussion site and not a public forum. Once posted, the
County reserves the right to delete submissions that contain vulgar language, personal attacks of any
kind, or offensive comments that target or disparage any ethnic, racial, or religious group. Further, the
County also reserves the right to delete comments that are: (i) spam or include links to other sites; (ii)
clearly off topic; (iii) advocate illegal activity; (iv) promote particular services, products, or political
organizations; or (V) infringe on copyrights or trademarks.

Please note that the comments expressed on this site do not reflect the opinions and position of the Salt
Lake County gover nment, County agency management or County employees. If you have any questions
concer ning the operation of this online moderated discussion site, please contact the sponsoring County
agency.



